
CHANDIKA NAWODYA
SENARATHNA

SUMMARY
Associate - System Engineer at eMarketingEye, leveraging a strong background as a Junior SOC Analyst at
CryptoGen to bridge infrastructure management with proactive security. Experienced in enterprise server and
network platforms, system triage, and infrastructure event investigation. A top 2% TryHackMe learner who combines
an analytical, defensive mindset with hands-on technical support to ensure high system reliability and performance.

PROJECTS

Tools Used: Windows Server 2019/2022, VMware Workstation, Windows 10 Enterprise VMs, Microsoft Office
365, Manage Engine

Tools Used: VMware Workstation, Windows 10, 11, Ubuntu Server & Kali Linux VMs, Wzuh SIEM

IT Administration Home Lab(Self-Initiated Project)

SIEM Home Lab(Self-Initiated Project)

May 2025 - August 2025

Address - Kotuwegoda, Rajagiriya
Contact No- +94 78 391 3010
Email- chandikanawodya59@gmail.com  
Linkedin-www.linkedin.com/in/chandika-n-senarathna
Github - https://github.com/dragon-balerion

December 2024 - February 2025

PROFESSIONAL EXPERIENCE

June 2026  - PresentAssociate - System Engineer at eMarketingEye Pvt Ltd.

Junior SOC Analyst at CryptoGen Pvt Ltd.

Monitor and investigate security alerts across FortiSIEM, Google Chronicle SOAR and
CrowdStrike EDR/XDR platforms in a 24/7 shift-based SOC environment.
Wrote Cyber Threat Intelligence (CTI) advisory reports to inform stakeholders of emerging
threats, indicators of compromise (IOCs) and recommended mitigations.
Perform alert triage, incident investigation and escalation in alignment with established incident
response playbooks and SLAs.
Conduct log analysis and correlate security events to identify potential intrusions, anomalous
behaviour and policy violations.
Maintain detailed shift handover documentation, ensuring seamless continuity of monitoring and
active incident tracking between analyst shifts.
Collaborate with senior analysts on root cause analysis of security incidents

Graphic Designer at Beyond Brand Media LLC.

Delivered high-quality visual assets for digital marketing campaigns in collaboration with
international teams.

Sep 2025 - Nov 2025

Nov 2025 - June 2026 

http://www.linkedin.com/in/chandika-n-senarathna
https://github.com/dragon-balerion
https://github.com/dragon-balerion


ADDITIONAL INFORMATION

LANGUAGES

REFERENCE

Certifications & Courses: 

Certified Red Team Analyst 
Fortinet Certified Fundamentals Cybersecurity
CISCO Networking Basics
Cisco Endpoint Security
Cisco OS Basics
Udemy IT Support Technical Skills by Jobskillshare

English (Professional Working Proficiency)
sinhala (Native)

Mr.Yashashree Hattotuwa
Deputy Lead
Engineer - Information Security Engineer  
CryptoGen Pvt Ltd.
Mobile : +94 77 467 7181

Mr. Ranindu Iddamalgoda
Assistant Lecturer – IT, ESOFT
Metro Campus Kandy
Mobile : +94 76 0927434

TECHNICAL SKILLS

SOC & Security Operations

FortiSIEM, Google Chronicle SOAR
CrowdStrike EDR/XDR
Wazuh SIEM
Incident Response & Log Analysis
CTI Advisory Report Writing
Shift Handover & 24/7 Monitoring

Systems Administration

Windows Server 2019/2022 
MS Active Directory
Kali Linux & Ubuntu Server
VMware Workstation / ESXi
Group Policy Management
Software/Hardware Troubleshooting

CTF Events played:

109th place Hack The Box: Cyber
Apocalyspse 2025 CTF
18th Place in Hack The Box: CTF Tryout

EDUCATION

Pearson BTEC Level 5 HND in Computing Mar 2024 - Jul 2025

Pearson BTEC Level 3 Diploma in Information Technology 2022-2023

2021Certificate in Computer Hardware

BSc (Hons) in Cyber Security & Digital Forensics 
Kingston University (UK)

Feb 2026 - Present
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